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Virtual Desktop Infrastructure Overview

VMware Virtual Desktop Infrastructure, or “VDI”, is the term used for a new approach to
the provisioning, delivery and management of user desktops in the enterprise.

This architecture is comprised of multiple components, but primarily leverages the
benefits gained from ‘hypervisor-enabled virtualization.” Predominantly used for the
consolidation of x86 servers, in recent years, this type of virtualization has resulted in
lower total cost of hardware ownership, higher utilization and an increased operational
efficiency, as well as providing higher availability of data, applications, and systems.

Similar to a ‘server based computing’ architecture, VDI is a solution customized to meet
the needs of each enterprise by applying the same general virtualization features and
benefits, to the delivery and management of desktops.

The evolution of the VDI concept is fueled by:

Ever-growing demands on the user desktop and the teams who manage them
Declining costs of server hardware, memory, network infrastructure and storage
Technical improvements in server hardware

Rapid acceptance of virtualization as an enterprise infrastructure platform
Expansion of virtualization products and solution providers

Consider today’s user desktops: In general terms ‘the desktop’ is comprised of a
hardware device (PC or Thin Client) and associated components (Memory, Disc,
Drives, and Processor), the operating system (OS), application software, and
sometimes locally stored user data.

Managing these distributed enterprise desktops has become increasingly difficult and
costly. Some of the challenges facing the desktop administrator today include:

A greater focus on the quality of the user experience

An increased number of users, applications, and productivity requirements
An ever-increasing requirement for hardware and software availability
Continuing performance and stability issues

Complex patch management difficulties

Heightened security risks and compliance/regulatory concerns

An increased cost for support and maintenance

Rapidly changing form factor and connectivity options

Virtual Desktop Infrastructure addresses these concerns by separating the desktop
hardware and software, and encapsulating the operating system (OS) and application
software in a virtual machine. The virtual machine is located in a centralized, secure
data center, running on server hardware alongside other isolated virtual machines.

Benefits of VMware VDI

This centralized, secure environment provides a number of benefits including:



User experience improvements — Desktops run on faster server hardware, with
reduced latency in applications (as resources reside in the same place).

Administrators can modify the memory, process, and disk resources of a virtual
machine with very little to no interruption to a user’s workday.

Maximum user perception can be managed and maintained with an ease and
convenience impossible with physical desktop machines.

A ‘snapshot’ or ‘point in time’ image of the virtual desktop can be saved and
subsequently restored in minutes.

As the desktop virtual machine is managed in the same way other virtual
workloads are managed in the data center, high availability and disaster recovery
can be built in to the new design from the beginning. In many cases servers
carry 24 x 7 support, so the new virtual desktops benefit as a result.

Patching and modifying the virtual desktop is done from within the data center
and does not require user acceptance, intervention, or traversal of the network
for success.

Tools available today can ensure that a virtual desktop is only available to the
user if patch requirements are met. With that assurance, corporate standards,
compliance & regulatory requirements are easily met and maintained.

Vulnerabilities inherent to a distributed desktop environment (USB, DVD, CDR
drives) can be minimized or eliminated by moving the desktop into the data
center.

Desktop management costs decline by simplifying and standardizing the server
hardware and client access devices.

Access devices can easily be changed without affecting the virtual desktop in the
data center.

Once the physical desktops are migrated to virtual machines, they are essentially files
located on central shared storage. These files can be replicated to another location and
powered on inside another set of VMware Virtual Infrastructure in another location. This
process is especially easy compared to the ‘zero back up’ desktop scenario often seen,
or the “boot and pray” disaster recovery scenarios many environments face today.

Most Disaster Recovery plans only address data retention and server replication
and do not have a plan for desktops. Assuming access to a second data
Center, additional servers for hosting virtualized desktops with storage is
available. VDI (by default) includes the capability to give desktops the same level
of disaster recovery that servers have when leveraging virtualization.



Much of the current interest in VDI is specific to high availability and disaster
recovery options utilizing snapshot technology for the virtual machine allowing
live, point-of-process, disk and memory roll-back points.



Virtualization Benefits

While many IT professionals may already be familiar with the more traditional uses of
virtualization for the consolidation and hosting of servers. Many may not be the same
individuals managing the desktops inside a enterprise.

As this document is designed primarily for desktop teams, it is important to review in
detail, the benefits of virtualization and how they apply to the desktop.

Hypervisor virtualization allows you to run multiple virtual machines on a single physical
server ‘host’ to maximize the hardware investment for that physical machine.

Datacenter teams have proven that reducing the number of physical servers required
can free up rack space, use less power, less network interface cards, fewer switch
ports, reduce the costs of annual maintenance and reduce the heat created (and
therefore cooling required) in the data center. In doing so, freed up ‘surplus’ equipment,
can be re-purposed for new and previously budget restricted projects.

Because a company can accomplish this consolidation without degrading performance
or stability, compromising security, or increasing complexity, hard cost savings are
easily calculated. Requisition and procurement processes, normally cumbersome and
slow, change dramatically, as virtual machines can be created in minutes — not the days
or weeks it normally takes to acquire install and provision new servers.

The result has been the explosion of the virtualization industry and the cause for
subsequent VMware VDI discussion.



The Fundamentals of a VDI Architecture

While there are a number of integration points and intersections that need to be
considered with a VMware VDI based solution, we will begin with the basics:

The hypervisor software enables the Encapsulation:

The hypervisor encapsulates each virtual machine, separating the
operating system’s reliance on the underlying physical machine and
presenting instead, an emulated hardware environment to the operating
system with all the resources it needs to function.

An encapsulated virtual machine can be moved from one physical host to
another without any concerns about differences in hardware or drivers.
This can be a hot migration, with the virtual machine live; or cold, with the
virtual machine powered off.

Depending upon your hypervisor, there may be limitations
specific to some x86 CPUs that can limit live migration. This
is addressed in detail later in this document.

Futures Note: This encapsulation is also pivotal in allowing
future offline usage of the desktop for mobile or laptop users.
There will soon be a day when that user can import/export
their virtual desktop from their local machine.

As encapsulation removes the operating system’s tie to the hardware,
device upgrades, moves and changes are less painful, lacking the typical
driver and compatibility troubles experienced today.

Perhaps your organization has considered the migration to a
Linux based operating system on the desktop device in the
past but realized that driver incompatibilities for the existing
fat PC investment was too cumbersome to overcome. This
issue is reduced under VDI.

Operating System and software upgrades can be tested and completed with
virtual machines very quickly, allowing users to test multiple virtual machines
concurrently from a single device, thereby shortening the User Acceptance
Testing (UAT) phase, and time to deployment.

Microsoft Vista may be on your horizon but added desktop
hardware/memory costs are preventing you from moving
forward. This upgrade could be done in a parallel fashion
utilizing existing desktop devices as they are today, while
accessing virtual machines running on server hardware in
the data center.

Once encapsulated, Isolation is the key to consolidation and increased security.
Virtualization software inherently isolates each virtual machine.



Even though multiple virtual machines are running on the same host server, they are
completely unaware of each other as they do not share anything but the underlying core
resources (CPU, Memory, Disk, Networking).

Each virtual machine has its own operating system, virtual NIC, MAC and
IP address.

One virtual machine can be rebooted (or frozen, or crash) without
impacting any of the other virtual machines on the host server.

This isolation feature allows end users the same flexibility as a traditional distributed
desktop environment, giving them the same ‘look and feel' they may have today as they
can install applications to their desktop without any impact on any other user.

Accessing the Virtual Machine

The desktop virtual machine is accessed from a client device, (i.e. thin client, fat client,
repurposed PC, etc.) via a display protocol. Commonly used protocols for this purpose
include:

Remote Desktop Protocol (RDP) from Microsoft

Independent Computing Architecture protocol (ICA) from Citrix Systems
Appliance Link Protocol (ALP) from Sun Microsystems

Adaptive Internet Protocol (AIP) from Sun Microsystems

Virtual Network Computing (VNC) and is OS agnostic

RDP and ICA are well established, and are often seen as the most viable protocols for
Windows based systems in the enterprise. Other display protocols such as ALP, AIP
and VNC are also well established protocols that enable connectivity to other operating
systems such as Linux and Unix. In the case of Sun’s ALP and AIP protocols they can
be combined with a RDP or ICA client to also deliver a unique solution that also enables
connectivity to Windows based systems.

Regardless of protocol, connections to the virtual machine can occur via pre-configured
1 to 1 direct mapping, or by way of a software component called the ‘connection broker’
(allowing 1 to many or many to 1 possibilities). Simply put, the connection broker is the
‘traffic cop’ that directs the incoming user to the proper virtual machine.

VDI vs. SBC

When considering an alternative desktop solution over today’s traditional distributed
PCs. Its important to know the requirements of each end user as not all desktops or
deployment scenarios are candidates for VDI today. Some desktops and their user
demographic may need to remain distributed. Some may be excellent candidates for a
new or improved Server Based Computing (SBC) solution, while others may be
excellent candidates for VDI. In most cases, there is no single answer.

Simple deployment scenarios with fewer applications and less complexity where
applications have been tested and proven to work with SBC, may be served more



efficiently, and more cost effectively by a SBC architecture alone. Larger more complex
environment or environments where SBC is already being used for application delivery
to existing desktop systems can benefit from a combined VDI/SBC design, (blended
solution). The mix of distributed, SBC and VDI desktops would depend on many factors
such as the user requirements and demographic, application sets, and performance
expectations.

VDI may not always be the answer for poorly performing SBC environments, nor is it
intended to entirely eliminate the need for SBC. If SBC deployments are troublesome it
is recommended to evaluate and assess them for potential upgrade/redesign before
determining if a new architecture or solution such as VDI should be considered

VDI differs from Server Based Computing. SBC users access published
desktops or applications via Terminal Servers using client software. Because
user behavior in SBC can affect the entire Terminal Server host, restrictions must
be heavy on the user. User Downloads, customizations, and modifications pose
potential hazard to the entire shared environment. VDI users receive a fully
isolated desktop with reduced potential to affect other users.

As many familiar with server based computing solutions have observed, some
applications do not function well, at all, or scale appropriately in SBC solutions. Careful
consideration should be given to the application set during the desktop selection
process through a VDI Feasibility Assessment. Like any solution, VDI can architecture
design concerns or limitations, potentially at a higher upfront cost.

While server hardware today can scale past the limitations of the x86 architecture
(32-bit Windows, specifically), and some applications do run successfully and
scale better by leveraging 64-bit Operating Systems. In a 64-bit SBC solution, it
is rare (at the time of this writing) that all an organization’s productivity
applications are ready for the migration to 64—bit.

Expect to see multi-core CPUs advance much faster to market then the time
required before current application sets become fully compatible and scale
properly within 64-bit architecture.

As multi-core technology marches along, the actual per-user workload counts
based on the number of virtual machines per physical host will continue to
increase. With some applications sets, VDI in the future might provide a higher
number of users per physical host.

Whether limited technically, politically, or by end user work environments, if SBC is not
the answer or has not delivered the expected results, VDI or a VDI/SBC blend could be
the answer as virtualization enables flexibility and availability in ways SBC cannot.



The Feasibility Assessment

A successful VDI deployment is one which delivers the end user with an experience that
is as efficient, or more efficient, than one prior to leveraging VDI. If your pilot results in
a degraded experience or a slowed cadence, the chance for acceptance is reduced.

The first step in determining the viability of VDI is a VDI Feasibility Assessment. Users
and their desktop devices are considered, evaluated, and then ultimately categorized
into three groups: VDI, SBC, or N/A., meaning ‘not applicable’ or ‘no action’ required.
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Server Based No Action
Computing Virtualize At This Time




Preparing the Test

Consider Groups based on:

Physical Location

Connection Type

Job Requirement / Application Set
Device Type

Mobility Requirement

The user demographic often identified as a good candidate for a VDI test is one that is a
knowledge worker, uses a fat PC, executes core business application suites during the
work day, and is mostly stationary on the LAN but may need WAN or home remote
access.

Remove the ‘road warriors’ traveling with laptops from consideration for VDI
today. These users require off-line access to their operating system and
applications and remain in the distributed category. They require no action (N/A).
Current technology isn't ready to blend back-end resources with the
management of a modifiable image on the laptop and then sync it, in the way
some hand-held devices do. It is coming, but is not available at the time of this
writing.

Additionally, delay considering for VDI any users that have a need to use
graphically intense applications and those that use heavy streaming video and
audio requirements into the N/A category, or into a later secondary VDI
deployment. Graphically demanding application sets are now being successfully
addressed by third party solutions. This space is rapidly changing. Unless there
is a strong demand or immediate need these users should be considered in later
stages of deployment. Today there more solutions coming to market that enable
the delivery of multimedia video they are in the initial stages of release. Users or
deployment scenarios that require the use of multimedia can be considered
within a tight scope

Applications, groups, and environments each differ, so a Feasibility Assessment and
proof of concept (POC) is advisable. Once a group of potential desktops for a VDI test
has been determined, perform an assessment of the use of the hardware resources on
these desktops to gather data and establish a baseline understanding of the user
demographics.



Gathering Data

When gathering data for candidate VDI users. Data from CPU, memory, disk, and
networking patterns should be collected. Monitor the actual use of resources from the
current distributive desktops for a full month cycle to get a sampling and true baseline of
data from perspective VDI candidates in order to be accurate in your calculations.

A 31 day evaluation captures a full monthly cycle of usage patterns. The gathering of
this desktop information is similar to server consolidation assessments, often completed
as the first phase for sizing and design specifics, for the server consolidation in the data
center. This not only provides the data needed for determining the amount of data
center resources needed to host the virtual infrastructure but also can be used to project
the number of virtual machines per host, assuming some host server hardware details
are available. This information is also used as the basics for determining I/O loads and
LUN sizing for the storage portion of the VDI design.

Test all application use cases — especially those requiring graphics, like Microsoft
PowerPoint, Adobe Photoshop, or Autodesk AutoCAD.

Determine the amount of local data is to be moved into central storage.

Once this data and high level design has been assembled, the next step is to implement
a POC to determine what product components of the VDI architecture best meet all
needs.

Plan the order in which desktops might be moved to VDI based on performance
metrics, hardware refresh rates, operating system upgrade plans for application
needs, and maintenance schedules.

Sometimes, a POC is completed in advance of the feasibility assessment to allow the
desktop teams to better understand the concept of VDI and to “show” the idea of this
solution internally.

A word of caution: though desktop groups may be excited about the new
architecture, users may not comprehend the benefits for IT, or the backend
‘magic’ and resist the change. A VDI XP Pro desktop looks just like the one they
have.

The design for the architecture and the virtual machine is typically modified, if needed,
based upon the feedback from the end user testing from the POC phase.



TCO / ROI Calculations and Comparisons

Once educated on all of the benefits of a VMware VDI architecture, some executives
expect that they would have to pay a premium for this new desktop strategy when
comparing to the current distributed desktop solution, but this is not necessarily the
case. The actual cost per virtual machine varies depending on the products used to
comprise the solution and cannot be calculated without further research and a
willingness to look at all the cost involved including harder to quantify soft costs.

One of the goals of a VDI feasibility assessment is to determine the cost per virtual
machine, for each user demographic. There are so many variables for the products that
make up various VDI designs that it would be impossible to estimate a cost per virtual
machine without first determining some base information, discovered during the
assessment phase.

The results of the research may show a number greater than, equal to, or less than
current desktop solution estimates. As with any alternative desktop solution, cost
comparison, accounting should be made for applicable hardware, software, deployment,
testing and staging, application testing, back-up, support, and ongoing maintenance
costs.

The following items should be considered when considering an alternative desktop
solution such as VDI.

The hardware required for hosting the back-end virtualization infrastructure
The Virtualization platform that will be used

Connection Broker — Is a broker needed? If so, what feature set meets the
needs for the new desktop architecture?.

Do not allow the vendor selection between the connection broker and the
hypervisor backend to become confused. Example: VMware’s VI3 backend
can be accessed using a connection broker from a number of VDI alliance
partners..

Each desktop operating system has different resource requirements. The user
type and version of desktop operating systems used for the desktop environment
has an affect on the total number of concurrent desktops that be sustained per
physical host. The concurrent number of users per host is a crucial number for
determining the cost per virtual machine.

Type of shared storage - Not only is iISCSI less expensive per GB in most cases,
but there are further reduced costs compared to fibre due to reduced networking
costs. NFS is also an potential viable storage solution especially for VDI,
provided the disk array is an enterprise level storage solution.

Type of Client Device — You may use “fat” PCs new “Thin clients” or *
Repurposed PCs “ as the client for accessing virtual desktop instances. It may
be more economical to use the current desktop device until it has reached it end
of life or reached the end-of-lease. Note: Continuing to use the fat PC requires
more power and more moving parts that could potentially fail.



Most adopting a VDI solution do so with the goal of moving users to
a thin client device. A new thin client is not required and may or
may not be accounted as part of a cost comparison. If so, a
determination of the features and functionality are needed as the
cost per thin client can vary widely depending upon the features
and model types. It is also common to consider using the original
physical PC with a PXE or CD booted Thin Client or customized
OS. This is an attractive option for reducing the over all cost are
extending the existing PC life-cycle as it only need to connect to the
back-end host serving the ‘virtual Desktop’ often; even aging
Personal Computers will do this quite well.

Ensuring Success

Proper planning and consideration of obtaining the services of experienced VDI
consultants can help increase the success of a VMware VDI project. Companies
evaluating VDI on their own, stand the risk of experiencing a “false start” on the first
attempt to prove the concept of VDI.

Example: A company builds the pilot on older hardware (since it is available for
the pilot) resulting in slower application performance of the virtualized desktops
than what users are use to with physical PCs.

Poor performance, extremely high cost estimates, and component failure could be the
result of internal evaluations done internally, without experienced help. A “false start”
with any technology or solution can be difficult to recover from, resulting in management
doubt and ‘bruised’ user testers. There are too many immediate benefits for VDI to risk
a “false start.” Proper preparation and guidance can help eliminate potential ‘false
starts’ or perceived failure.

As with any new IT project organizational changes and fluctuations can slow progress.
Potential organizational changes in your company should be considered to increase the
success of a VDI project. With the advent of VDI typical physical desktop instances are
migrated to virtual machines and become a server workload, while desktop devices
used to access the desktop environment changes to thin clients, repurposed PCs or
other access device. It is common to wonder ‘who will be responsible for what?’
Typically, server groups are accustomed to supporting what “is in the data center” and
desktop administrators do not always manage datacenter resources. In some cases, it
may be necessary to review the organization and form a new blended group
responsible for the virtual desktop infrastructure. This new combined group might
include resources from both the server and the desktop teams.

A few key areas of technology to be sure all administrators are at least familiar with
include the virtualization back-end (especially the VI Client), as well as how to migrate
physical machines to be virtual machines.

Change control policies, processes, and procedures should be reviewed, addressed
and documented at this time.



Finally, if a virtualized desktop has been proven to be the best option for desktop
deployment for a group of users, it is important that procurement teams are aware of the
new strategy, as refresh needs change to include the assessment process. All new or
refreshed candidates should be considered for one of three categories: VDI, SBC or
distributed before making a purchase.



Architectural Components

Clients PCs or Thin Client devices used to access virtual desktops

Host servers The actual physical hardware that runs the desktop virtual
desktop

Virtual Desktop Manager - Brokers connections an manages sessions between
client devices and virtual

Virtualization Infrastructure The hypervisor and management software that
virtualizes and manages the virtual desktops

Desktop Infrastructure Infrastructure that provide desktop services to virtual
desktops such as Email, File and Print and Directory Services

Application Services Application and Presentation virtualization services that
deliver applications to virtual desktop instances

Networking The infrastructure that interconnects end users and other
infrastructure services from inside and outside the LAN

Shared Storage Centrally located; server attached. Where data ultimately
resides

A good VDI design starts with understanding the target user’s requirements, setting
proper user expectations and managing user perception. It's important to assess the
needs of the user demographic and ensure the solution meets their needs.

From an architectural perspective, much of the back-end of a VDI design is similar to a
standard virtualization solution (with respect to availability, management layer
requirements, capacity planning, and disaster recovery considerations). However other
components should be considered such as client connectivity and performance trends
of demographic users, their application sets and desktop usage patterns.



Deployment Scenarios

VDI can be deployed in a number of ways to address a variety of use cases. Some high
level deployment scenarios include:

Individual Desktop Deployments  — Individual desktop deployments consist of end
users that have a 1:1 mapping to a specific virtual desktop instance. These VMware VDI
users work with and are connected to the same virtual desktop day to day. These users
might have special needs such as a unique software or virtual hardware configuration.
Their virtual desktop instance might have previously lived on a Physical PC that was
converted to a virtual machine using a migration utility such a VMware Converter.

CENTRALIZED
VIRTUAL DESKTOPS

VMWARE
INFRASTRUCTURE 3

VMWARE VIRTUAL
DESKTOP MANAGER

CLIENTS

Example 1 : VDI deployment with a 1:1 mapping of clients to individual virtual desktops



Persistent Pool Deployments Persistent pools are individual virtual desktop
instances managed as a pool of resources. They inherent the same power and
management policies and are created using the same virtual machine template and
guest customization. Users or groups that are entitled to use a persistent pool are
assigned a desktop at login time. The desktop is persistent from the standpoint the user
is reconnected with the same virtual desktop instance at each login.

Example 4: VDI deployment using non-persistent pools



Non-Persistent Pool Deployments Non-Persistent pools are individual virtual
desktop instances managed as a pool of resources. They inherent the same power and
management policies and are created using the same virtual machine template and
guest customization. Users or groups that are entitled to use a Non-persistent pool are
randomly assigned a desktop at login time. The desktop is non-persistent from the
standpoint there is no guarantee the user will be connected with the same virtual
desktop instance at the next login. Any data saved locally to a non-persistent virtual
desktop could be lost as the desktop may be destroyed at any time or after the first use.

Example 3: VDI deployment using non-persistent pools



Example 4: Enterprise VDI Deployment integrated with Infrastructure and Application Virtualization
Services
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